
Network Basic: DHCP

DHCP, which stands for Dynamic Host Configuration Protocol, is a network protocol commonly used to 
automatically assign IP addresses and other network configuration information to devices within a network. 
Here's a simplified explanation of how DHCP works for students:

Introduction to IP Addresses:

Every device connected to a network, like a computer or a smartphone, needs a unique identifier to communicate 
with other devices on the network. This identifier is called an IP address.

Manual vs. Automatic IP Configuration:
In the past, network administrators had to manually assign IP addresses to each device, which could be time-
consuming and prone to errors. DHCP automates this process, making it much more efficient.

DHCP Server:
In a network, there is a special computer or device called a DHCP server. The DHCP server is responsible for 
managing and distributing IP addresses to devices that request them.

DHCP Lease:
When a device, let's say a computer or a smartphone, joins the network and wants an IP address, it sends a 
DHCP request to the DHCP server.

DHCP Discovery:
The device uses a DHCP discovery message to find a DHCP server on the network. This message is broadcast to 
all devices on the local network.

DHCP Offer:
The DHCP server responds with a DHCP offer, providing the device with an available IP address. This offer 
includes other configuration information, such as the subnet mask, gateway (router) IP address, DNS server 
addresses, and lease duration.

DHCP Request:
The device, having received the DHCP offer, then sends a DHCP request to the DHCP server, indicating that it 
accepts the offered IP address.

DHCP Acknowledgment:
The DHCP server responds with a DHCP acknowledgment, confirming that the device can use the offered IP 
address. At this point, the device configures its network settings with the provided information.

Lease Time:
The DHCP server assigns a lease time for the IP address, specifying how long the device is allowed to use that 
address. Before the lease expires, the device can renew the lease to continue using the same IP address.

Release and Renew:
When a device leaves the network or its lease expires, it releases the assigned IP address back to the DHCP 
server. If the device stays connected, it can request a lease renewal before the current lease expires. 
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